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	Risk Type
	Risk Impact
	Risk Probability
	Risk 
Score
	Risk Responsibility
	Risk Mitigation Strategy

	Unauthorised use of third party materials
	
	
	
	
	Education of content creators; provision of access to pre-cleared content such as JISC Collections and content created as a result of JISC funding. Possible use of JISC Plagiarism Service

	Theft of copyright materials by third parties
	
	
	
	
	Use of copyright credit lines; deployment of copyright notices and terms and conditions to educate users; display of digital content in low resolution; possible use of digital watermarks and other encryption devices; password protecting content of high value

	Granting more rights to users to use third party generated content, than permissions to use it have been secured. 
	
	
	
	
	Ensuring that there is compatibility between rights granted by third parties and those granted to subsequent users of the content

	Inappropriate licences selected for providing access and use of content
	
	
	
	
	Making sure that licence types selected reflect institutional and departmental policies on access and use of content

	Rights clearance costs exceeding budget
	
	
	
	
	Earmarking funds to clear rights within project planning. 

	Insufficient resources to clear rights
	
	
	
	
	Allocating staff and administrative support to identify and clear rights at the start of the project. Identifying rights that need to be cleared and estimations of anticipated associated costs as early as possible. Creation of a contingency fund.

	Breaching IPR conditions from funding bodies, for example not clearing any third party rights for use by funding bodies or breaching warranties that all third party rights have been cleared.
	
	
	
	
	Ensuring that any IPR clauses are understood and can be complied with within funding agreements. Any clauses which present difficulties will need to be negotiated with funding bodies, or alternative strategies applied, such as allocating extra funds to clear additional rights. 

	Risk Type
	Risk Impact
	Risk Probability
	Risk 
Score
	Risk Responsibility
	Risk Mitigation Strategy

	Disputes over ownership of IP amongst consortium partners 
	
	
	
	
	Discussing ownership or co-ownership of rights and other models (such as non-exclusive and exclusive licences) prior to the commencement of the project. Incorporating JISC standard IPR clauses within consortium agreements to reflect the outcomes of these decisions. Ensuring consortium agreements are signed before work starts.

	Breach of IPR conditions within consortium agreements
	
	
	
	
	Ensuring that any IPR clauses are understood and can be complied with within consortium agreements. Any clauses which present difficulties will need to be negotiated with partners, or alternative strategies applied, such as allocating extra funds to clear additional rights. 

	Lack of responsibility for clearing rights in projects with multiple partners
	
	
	
	
	Allocating roles and responsibilities for rights clearance to specific project partners, as well as embedding progress within project reporting mechanisms.

	Inadequate identification of the layers of rights which might exist in any one piece of content, for example, copyright in an art work, and subsequent copyright in its photograph
	
	
	
	
	Allocating staff with a clear understanding of IPR issues and appropriate administrative support to identify and clear rights at the start of the project. Identifying rights that need to be cleared and estimations of possible associated costs as early as possible.

	Inadequate recording of rights requiring clearance
	
	
	
	
	Creation or bolt on of a rights management database to describe content and rights associated with it.

	Inadequate recording of licences granted to use third party content
	
	
	
	
	Establishment of paper based filing system for permissions granted (as well as print out of licences for content used under open content licences). Creation or bolt on of rights management database to describe content, rights associated with it and permissions granted by third parties to use content.

	Risk Type
	Risk Impact
	Risk Probability
	Risk 
Score
	Risk Responsibility
	Risk Mitigation Strategy

	Inadequate recording of licences granted to third parties to use content that is created
	
	
	
	
	Establishment of a paper based filing system for permissions which have been granted (as well as print out of licences for content used under open content licences). Creation or bolt on of a rights management database to describe content, rights associated with it and permissions granted to third parties to use content.

	Expiry of permissions granted by third parties
	
	
	
	
	Establishment of a paper based filing system for permissions which have been granted (as well as print out of licences for content used under open content licences). Creation or bolt on of a rights management database to forewarn of expiry dates of permissions.

	Exceeding use of permissions granted by third parties
	
	
	
	
	Establishment of a paper based filing system for permissions which have been granted (as well as print out of licences for content used under open content licences). Creation or bolt on of a rights management database to describe content, rights associated with it and permissions granted to third parties to use content.

	Lack of appropriate IPR clauses (and waiver of moral rights) when working with contractors and freelancers
	
	
	
	
	Use of assignment of rights clauses in commissioning contracts and requests for rights to be waived.

	Lack of suitable prior art checks when using or incorporating material protected by patents
	
	
	
	
	Need to ensure that staff are aware of the risks of using patented materials without permission. Incorporation of patent searches prior to developing or using material which could be protected by patents

	Use of third party trademark within unsuitable context
	
	
	
	
	Education of staff. Ensuring that permissions to reuse trademarks (particularly within a commercial context) are identified material requiring clearance, and incorporated within a rights clearance strategy.

	Risk Type
	Risk Impact
	Risk Probability
	Risk 
Score
	Risk Responsibility
	Risk Mitigation Strategy

	Lack of IP strategies to ensure long term sustainability
	
	
	
	
	Discussions at project initiation to evaluate and implement possible strategies relating to IP exploitation. This will then be a common thread running through subsequent use of the material and the terms under which it can be used.

	Lack of expertise in negotiating rights clearances
	
	
	
	
	Education of staff. Need to being in expertise to help where appropriate (perhaps from consultants). 

	Lack of procedures to deal with infringements of rights
	
	
	
	
	Implementation of rapid and effective notice and take down procedures.

	Lack of copyright notices and credit lines on content 
	
	
	
	
	Development of standard copyright notices and credit lines used in association with content that is created. Credit lines will need to reflect rights in content generated by the institution, as well as rights in third party material. 

	Circumvention of technical protection measures (without authorisation or under a copyright Exception) which protect third party content
	
	
	
	
	Education of staff regarding the severity of penalties for unauthorised circumvention. 

	Cannot trace or find rights holder “Orphan Works”
	
	
	
	
	Use of reasonable searches (“due diligence”) and the retention of paper-based proof to show that these have been carried out; disclaimer and possibility of putting money aside. 

	Insufficient due diligence procedures to trace rights holders
	
	
	
	
	Established set of due diligence procedures across the institution

	Inability to exploit content in which rights are owned because exclusive licences have been issued
	
	
	
	
	Identification of any pre-existing exclusive agreements. Re-negotiation if applicable.

	Difficulties in updating content, particularly with regards to moral rights
	
	
	
	
	Upon the creation of content by non-staff, processes should be implemented to ensure that moral rights are waived.
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